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ABSTRACT: With the development of information and
communication technology and the introduction of intelligent
devices, power system has gradually transformed into
cyber-physical power system (CPPS), and the deep coupling
between cyber layer and physical layer has intensified the risk
of power system being subjected to cyber attack. False data
injection attack (FDIA) is a kind of cyber attack that is stealthy,
flexible and targeted, which poses a great threat to the security
and stability of electric power supervisory control and data
acquisition (SCADA) system. In order to deal with this
challenge, scholars have studied a variety of FDIA detection
methods. In this paper, FDIA detection methods for electric
power SCADA system are reviewed. Firstly, the attack
principle and construction method of FDIA are introduced, the
development history of FDIA detection algorithm is
summarized, and the algorithms are classified according to
model driven and data driven. The mechanism of model-driven
detection methods based on state estimation, graph theory and
physical characteristics and data-driven detection methods
based on supervised learning, unsupervised learning,
semi-supervised learning, adversarial game learning and
reinforcement learning are analyzed respectively. Then, the
detection performance, advantages and disadvantages of
relevant algorithms and their application scenarios are
compared and analyzed. Finally, the future research direction of

FDIA detection defense was prospected.

KEY WORDS: clectric power supervisory control and data
acquisition (SCADA) system; false data injection attack

(FDIA); defense and detection; state estimation; data-driven
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Fig. 1 The propagation path of FDIA in
electric power SCADA system
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2y 5 A b B LA (s I V% o TG SCR[70-72]
9 s R A8 A€ 1 48 A5 (node  voltage  stability
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index, NVSI&5 & BRI r I 5575 /702K,
PR SAST I e S5 2 FE = (1 R 58 % FDIA, AR
P2 A% L - BBk . Kaviani 25073 ) H 4 7
R tH &, 1 T 2 4% B /3 A Xl 1 (power  transfer
distribution factor, PTDF)%5| A\ FDIA [ &4 & Al
Farii ke, N FH R B A B R 1 i P R U L
2, TPRZARRBPATINM, Z 5B R AR w5
T P S, TSR I . LT R T R
B B¢ i) FDIA &l 773k, it 72T PTDF ki
ik FRE T A 2 M) BB FR B A DU T BOIR SR T AR
T B AL B0 RN 28 3 Hh e 185 0 B D3R FDIA (1)
WPE AN E#EE . Chakrabarty> 19 V% F& T &0 2 A0
#%11) FDIA, FI|FHZREE B RFI T s v E N I S i H
JE P CAE R, AE S 7S R 1 AT i B 4
a0 PRl AR IR &

2.1.4  HAth FDIA il &y

F& 1 LA L FDIA Rl /732, HAhIE T RgHIA
S HIAR I SRS AT k.

A R R AR FER A, AR 2 AR R A
FRFFAEAN B A6 PRI RR R, K FDIA AU i) 85 i
A 4 8 T RS TOTS . SR8 AR X
— B LUR, Gaol U4 [ 4 B ) AT T R R
IR T EIEN; 25, LA %E TR
RMKE L, FOR A BELE 5 A 7 e AE 20 4
Go Decomposition 553%; Huang! b 2o 45 B4 3t %k
ANTREE BME AT B F TR UE WS, It S
IR U R B 4y 5 SR 6 BRI B T TSR A A
1 o

R T IR A I Bk T v N N T B
NSRBI AR B A, Govindarasu 27
—FhTELE FDIA K0 57k, ) SE A 47 far F0000 45 R
55 Y Fi B 2R AS A THE e 22 AT A I

P T R AR O 3 N T ) A I 2 A
[F IR I3 AT, AN/ 22 38 N B G vt 16 7 VA )
FDIA. 3Cik[19,81-82]5 AAHXT/# (Kullback-Leibler
divergence, KLD)AIMER, 8 THEAS [F] %1 200
B M50 A 2 8] ) 22 57 [X 43 FDIA FHIE &8s, H
HHSCHER 20170 F BSRS89 AR Hh o 50 e A i
AWt — b HE T FDIA AR . AR Z 07 1L &
TR IN , XF PN 25 /Nl i ek 2R
- Huang il Li ZP%S5R B LT [ 3& R CUSUM 1Y
SENTRTINR T, B S R A 8] 52 2% R SR
Rl SCHR[841H WLS &85 5k 22 1l A0 7 VR R Tk 22

5 ZREBEAHRR B DL, HFIF CUSUM LR A
W FDIA. Milano™ & Vo 4 i AR 1) A e s
(Benford’s law) . F T+ /) Z ¢ Bl s , i id 22 ol
A R GRE1Z 07 R FDIA BRI 471, 810,
VBB FDIA AR I E] 45 A slodd J LA & E B
BB, S5 FDIA AF, Ho7 &880t
—BIGIIE

KAy 4 ANE SRR T TR KB
FDIA Rl 532, & — 050 5 T 253X 30 ¥ FDIA
R 5 92 & T 44
2.2 ETHIBIREIA FDIA 875 7%

BT HARIRBN I FDIA Kl 7 2538 & R 75 B4
RGBS EEE, TR REHE L T8 fe
R L T SCADA R0 1) A kA7 I 45
S] R REAREL, 4548 FDIA S BRI, 1T 928
ORIl

MR 21 7 AN, Hdis )30 1) FDIA A6l
D3 AT LAy A B IR T B 2 ST AR
B SR B R A ST A SR AL A ST A
IR
221 ETHREY K FDIA £

A 8B 2 o) — BRI G B 2 v oy
WTRFAE . HEWTRE R HLES 2% ST 45 o IX A 7772
(1) B2 FDIA ARSI [n] BREFE AL AL 38 2 2] H
ARSI, AT AT S A 2 151 %2 FDIA
Yt N T B0 R RRAE N { (i, 30) ) » T o R
i NINFEAR, yre{-1, 1} NREARFRS (R 75 ¥ 57
FDIA). BLABFFH, RN, K &4, I~
T BRPR ST AR IR 2 55 LR A2 L
BAREME,

Y HF A EAL(support vector machine, SVM)j&—
Tt B AT o0 I R o K8 . B E
BN X= (X, X0, Xy} ITHERHIE 2 A AFAE — A
YRRV SRR T 2% 2] B bRy e {1, 1390
IR, BT A AR B S B P PR 5 KT 55
T 1, MRz 2K A etk vl ok, SeEHE N
PRSP IR NI

@ ¢ X)+b=0 (16)
yi(@ §(X,)+b)>1 17)

X B8 . b 23 BB 32 A B AN
PCY AR BRI, REMS K B A WL i 31 28 1 7T 4325 1],
HABNEERE L y(o" ¢()+b)=1 HIIEA 7
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FRREATR N SRR ) & .
PRAERE I 73 A B He e, AEAE LA 1R AL
ELEUR AN NS I DIECE

@]
s (9
st. y(@ ¢(x,)+b)>1, Vi (19)

b R ) AT A AR 22 R 0 A
K. BT SVM BFILfai s, SR, Z1bhe
5%, fE FDIA frll 4t rh )2 N H] . Esmalifalak %
it T —Fh 45 & 3 53 4 T (principal  component
analysis, PCA)H)Z3Ai i i% SVM 5032, 7EIRIE
o WA FEE P [ B o KPR P2 P R i, e ML 2
I5AE FDIA Kl AU it e i Y. S, — K
e 3 ROUEBRAT A SVM. (KR A2,
AT, H1T SVM BRI R EEE, URGME
INNERE P NAEEAN PR DN [EA N N CTR e
ol E18

K 5 4RiT (k-Nearest Neighbor, KNN)7rJSH ik
T REAR P IR R ITE L — o ZEIRN
O AR RAMEAR T DU E SRk ) K ANEBIEE
KA, FHARYE 2 AR EWLRIF HBTFE A AR 25
FIRFEAZE R bR A2 KPR IC IR A x; 5 Obrid
FEA x; 2 1] () BRI R
dy=x;—x; |, (20)

)

1ECHR[22,25,86-87,90,93]H, AT 15K F KNN
SR FDIA, b b xR R IR ER 25 71 7 HE 21
BURT KA, JFRYE D EURM Z g R, B 7 B ke
A A IEHFEA B FDIA FEA .

PR KNN SER— R A 2 B AR REA
AEATHR, A5 HBERA . Hik, Yan™ 321
— Fh T J& T A 5 7% (extended nearest neighbor ,
ENN), i FAE AR S0 1R 4 S 40 A Ay s i AR H 75
EERE. SR1M, JCiBsE KNN I&42& ENN, #BJCi% 8
G “HEHORTL”, RIBEE BUR4EERN N, HEE
WK R, 7 RIERE 2 B E .

YL (decision tree, DT)A& % WL Pl A5
B, RAEHAAREIE S BENE A B R R, W
FHAR T A0 20 87T ORI R . PRSI AR R &
PR N IR B K T35 . CAMANAPYA
Lu® M 5082 FDIA R0, 414 FDIA FEARIIE
R A B MBI 2 R o BUAN A AR . 25
FIARREPELT . SEILMRT B, (HAR S I A5 1) R,

— R R R AR DR D I B 5

N LA 25 2% (artificial neural networks, ANN)
T — M S A N ZEAT ARHIE, 14T 50 A0 X F
IT1E BB FEAL. 3 ANN 2Dk, K
R EAE, SHTZ, B 282 H SR R
Z o RMEREH % (backpropagation, BP)s& ANN
PR I B ) R, (R AAAE T R, B
TH OS5 0] /I, B PR % 2] Ml (extreme learning machine,
ELM){ERN—F BP BEM o, @ LA
NG ERETET SNBEMAN, BA%ME
PRy ZACTERELF LA, SCHR[23,96-98]E T ELM
SCL T FDIA K. Herh, WuPIASUR %) FDIA
FAAE, IR I A P S5 7 VR SE BRI, PASE
e HL P AR

IR T W Ry AR, HvERE
AR T REEEH IR, SRS
(ensemble learning) ] AEHE 5| A\ FDIA taillrh. ££
B S I R R I A A 2 A 2] A R SR U ST
%, MR R EA E e ER e . &
J%2% 2] 185 43N Boosting 1 Bagging P Kk, H
X AIFE T8 53 K de 2 18] 72 5 H A OB . Boosting
IR &7 K A R, AR AT IR,
&2 M B ¥k I Adaboost™®™ | lightgbm™™” |
XGBoost!"", T} Bagging Wik & 7> 88 2 [0 A 1
B R, AT LAFEAT A ST, SR SR B AR AR 1O
(random forest, RF). £ ELM &k, Hir,
MR Z AN RS2, Sl 7 a5 1 i)

bEE REE 5 N TR R R, HdE A
THE SRR EIG K, RS ) B RLa A . £
JZ BN 4% (multilayer perceptron, MLP){E iR & % 5]
FEWAETE, (R 2P g Bl o) A—BI 2 AN
U, 2Tt 1RO I HIRE )« SCHR[86,90-91,96,104]
FT MLP faill FDIA, HAR GRS, HH
22 4% (convolutional neural networks, CNN)/&—2&
WEBPIME. BARESMNMEM S5, 7
EUZR AR B IRE 5 BRSSO R I R . T4
B RHE SR A /1, Niu, Wang U0 1%IR;
JH CNN 4k 3 FDIA A6 ] 81 . 3 rf Wang! *h¥f FDIA
For N i R A R Z RS R, TRAb T ARG )
K A feAill FDIA & 5 A7-E T JoiE#HiR FDIA
BERUN VA= RN N PN T e e T R SRR DS
P, IEAEAERT FHRFIE . TR R X S 24T 9 I3k
FDIA 5|21 5 Bl RHIE, SCiRk[24,89,105,108-111]
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P& R PG AP 22 X 2% (recurrent neural network,
RNN)#ll FDIA . RNN 3R 517000 I i 4k
A, BRI R SE AN FDIA. IREE
{52 M 4% (deep belief network, DBN)J& —Fi3E F-7%
FERR 22 X 28 R 28 A B A, AR T T —
DEHE FIARAS Z B VR 74T, R 8 4l 4 B0 2504
(BRI . Hel' 2t — Rkt DBN LR, f
3 B SIS S I s I AR, 7E FDIA
W77 TH N B5OR R 4T

222 HeF MBS TH) FDIA fa il

TG M B 2 20 2 — P AR R bR A A i e AR X
PR o ) R AL 2 2] T, 3 T B ik
Z SIS HR BN TR AR A K s s ol T
FDIA 1E32FRI7 5 IFEBI D HE LLEREL,  HiEA
AT B S SR ARE N, —e R
TG B 2 ST RS, I P2 H S DA R
R, FDIA 5 1E % S0 EE X 2 2IA R 265,
NI S I BE I B FDIA Azl

K ¥ R (K-means clustering, KMC)s&
— PR TE R B, TR N T RN
. SCHR[22) K FZ AN FDIA, 385 W5k B
WX S S 7 D KA FERE LG B K A% G N R R
LB, RJETHRE RN G5 %5 B0 18] (R BK
KXEEE, BN R BLE BE 3 e sl G,
FDIA FEA S TEH A A BT B TREE 28 1Y) 22 9 T 43 )
Sy BRI, 2 SEIR .

K WMEFESCI R . RS R ER, (EXTY)
G658 BRURTRE A 75 ELA v BE UM . s IR
R IERE T, $E S FDIA K A S #s PR R
P, AW c- 388 SRR TR LA o 107Vl i
b B 5 bR A5 BN FEAR RO BT SR O SRR
F£, MM E FEAS R 28 LAk 1) 3 et B A S s
BEAT 4> 2509 H i) . Mohammadpourfard™' Ui ¥ 73
N RE B 5 (RIRAS 1) B MR 20 A R A 25,
FAROR c-3AME SRR E0E, 4R R0 v] AR GE IR
I OL T RN #HR T FDIA, #i% I FDIA
a0 £ . FH 37 5%

Chakhchoukh!"" NGt i+2% 51 1) 1 FE i 78 FDIA
For ) ) R, B — Fh % BE B Al 11 (density  ratio
estimation, DRE)AT I %, 8 i 4 2 I £ 1)
NE 285 i bR B 2 b 5 W BIAE HEAT HL AR H ) 2
731452 FDIA. 1M Ashrafuzzaman!'"% 5 &5 25 1
“F(local outlier factor, LOF)FEE&A FDIA,

ANFE T G S FER —JoE 1, LOF 45 1 &/
FIERFEE, RGN FDIA HEAL IR WA
FEAS A B A5 400«

B s AR — M e R, JE e E R gk
7RIS, AR R 2 R B AT 40 0 P S A g v
K — P T S A S AR R 2 7k, Rl
UCEU 24T AR B AR KT, 24 i 2 I E
o B B S B AR B . SCHR[102, 115 R i B
HEATHG I, 45582 0] FDIA REA B B4 T %42
KEE, F56 0 Ak b 8 8 0 2 AR IE

H 2w fil 2% (autoencoder, AE)& — Mt fir N &4k
HATRAEZ I BIN TR 2%, 2 U B Te e B
SIEVE. AE B g s ML as 4, fEEE
gt . FRAESR O S A & T S T2 . 3
WR[25,116-11718H AE 317 FDIA fill, AHbuAE 4
BLAS 2 21 J7 R 3R A5 AR Rl 2
223 BTRE A3 FDIA fa il

e M B A 5] R MR B A ST RGBS AR 4
AWM 2] o7, i A R E R AR AR B A
DB ARIC B R AT RN TR . B8 B SehR
M7 R 40w I AR FRad A 5 B DA S AT e B
(P AR 0 B 5 0 in) L, s MR B 2R 5 5 R A R
FDIA far il i) 2 ) — A Rhd A%

Ozay* 5 7L FH 2 Wi B2 I Kl FDIA, #gits
TRk SVM 53k; BfJE, Foroutan! ™2 H
— M TRE A R A S B, Al IR
BB A ok FARARLA BB 5 . Zhang!' R
Ok 0 G A 28 1 B SR A W BC R ) )
FDIA, 584 RERIEIH 2% 1) EAREFEANG O
NAIRE 2 FDIA AR B2, R 7V & .
224 FETXUEZEY: > FDIA £l

AR, — P 44 8 A B0 BT M 2% (generative
adversarial networks, GAN)FFJIRJE 22 > Hik kB iR
M, BORIT AR A A o B 2 o) B B R 5
TiEZ —. HESETEE S EEAFE R, GAN
KH TR AR, JE i A B A% (generator) AT
2§ (discriminator) P MR (A1 EAT X B SR, 1k
PLESERZE Sl B RS . Horh, A s 22 21
0] A2 RS AU JC S B (RO A SRR Bl 1 T 285, 17T 4 )
A5 ST X 4y TR B R AR R AR, X7
H AR N ME & B 3R R, A& SEIgh AT
15 o

Zhang""""fl Huang!" "% F] AE Ml GAN 454
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77k FDIA, Hrt AE FH TRAAESE BRI
BdE, GAN JHTALI S % 2 8 % FDIA; 9
T E GAN HTHERCRMRERR ST S is
475 L7500 G4 S P I R AR R AE 28 [ 38
B4R, $&m T FDIA kilitkRe. FIH GAN ¥
A A HAA I AR SR AR AR B PERE, Li A1 Huang
S T EE B ARSI, 583 1 FDIA 1
Btk % o
225 FET IR FDIA kil

SRAL A ) — ik BEAAR (agent) fE S A AE
RO bl bURES 1 3V AEIE F§ - SN A B S
REE HARIIHLES 5 ] B0 AR B 2 S AR
B2, s I A ER e e AT E s, e
RSO B B4 B 22l (S ) 3R 15 52 2345 BT
CE it

ST omEik = ) AR FDIA &0 77 8 72 H A
AW R R, HMEREA R — P, Kurt®oR
F &R 2 AT I B R AT Rk o i (partially
observable markov decision process, POMDP)%.7%,
PABAN agent S5 FREE L [A]f{) 56 5 . POMDP & — &
TCH(S, 4, T,R, 0,2, 7), S HRGHRE, &5t
NG RPRS ML SRS WA 4 O agent HIZ)
RS, IR NS LR, T RS
[ — AR M A R R, s
reward BRI ELHT H bR H1 5 KA ST F1 2R il & 2O~ 1)
Tl ZE IR AR E R f Ny O N—HMNE S, %3
SR RG RN QN —HFMUMER; ye
[0, ITAFTHIA T Kurt JEL 1L agent 5IRIEHIETAL
B, FWETRRAR R R 2 5, AW
ANVEPRAL, T SE J2IS 3 30 FDIA FA7(E, SE3l
FDIA SZEF R . Doul"*!7E Kurt JEfifi 1344 fil % £
BEATIEEORAL, R R B Ak o ) SRtk — b
fe e T FDIA RrlRs FE AR

3 FDIA &M EREXTEL 7340

N1 X FDIA A EA — A A AR,
A B0 A JR TN SRR P REREAT T VR ) AR AN
XFEC T, 0 AR L AR Sk
SAAREMTHIIE R R FJ0E MY RE R A RE
JIRE T AT B4 .
3.1 FDIA &g =

FDIA il Sk e o b 2 HEAR B R ) A1 85040
WEHPSRIC T2 1. 2, IR 22 A0 G Ay I3

x1 BEREEHEES LGSR
Table 1 Classification and comparison of

model-driven algorithms

Sl AT SEHR R REx
MF [38] 0.99 0.0459
DSE [14-15] 0.76~0.93 —
DCOPF [39] Detected —
Trust-SE [40] Detected —
ATSE [41] 0.95 0.9~0.99
TR THRI MTD [42-45] 1 0.2
iLENE  [46-49] 1 —
KF [16-17,50] Detected —
69 WLS [511  0.85~0.98 —
EKF [54-56]  Detected —
UKF [58-61]  0.9~1 0.1
GSP [62] 0.326 0.21
Graph [63] 0.99 0.006
T A MLE [64-65]  0.25~1 0.0004
GNN [66]  0.96~0.99 0.015~0.04
e [67]  Detected —
i R 2R K [68] 0.85~1 —
LCDR [69] Detected —

FET A B A U NVSI [70-72]  0.2~0.9 —
PTDF [73-74]  0.95~1 0.0125
Phaseshifter [75] 0.99 0.003
HEFE R [18,76-78] 0.92~0.95 0.014~0.048
S [79-80]  0.8~1
AT IR ) B KLD [19,81-82]  0.99 —
CUSUM  [83-84] 0.65~0.98  <0.02

0.05~0.35

Benford'slaw [85] Detected —

W 7 FARPRIEFK; Detected Rl F FDIA.
TRPRIATRIE . TWEERIEZ, AEISSCHISE R
TR, Ol @A, Al i R ARG I v 5o DA
Gr—, R 2R R 2 S 34 B[R] R B A 1) B
KIGH .

1D BAIKZ)

R UK SV (ARG W 1 BB T L SR 1 B, AR
SCECFR BT IR SN FDIA Rl vk IEs 52
B AR TR TR SC3E 25 R, Ak
48.1%, RBRIKSHFEEPRIREER L. BT
AT E ARSI 9 o LA T s A R, L AR
e H AR B AR G 5 SR T 2R B R % FDIA A
H 100%HIRMNE, B JLFE RIS L, EA
—REM A A TR 6 B, Atk
11.5%, SCHR[6312ZEn R EE, RAmIA
99% AL I ZEFT 0.6% 1R E 2 . SCHR[64-65] 4 1]
DUAE] 100%F il 2, {H2 72 K& XS E
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Table 2 Classification and comparison of

data-driven algorithms

R R
% F/%
[21,25,86-92] 40~99  —

251 Rk FS/FE S R

SVM PCA/GA
KNN PCA/GA [22,25,86-87,90,93] 80~97 4

ENN — [87] 85~100 —
DT KPCA [94-95] 86~98 —
ELM AE [23,96-98] 95~99 0.1~10
HWE  Boosting IJMIM/AL  [86,99-100] 95~99 2
%3] RF RFC [101-103] 89~95  2~50
£ ELM — [98] 99 —
MLP GA/RFC  [86,90-91,96,104] 90~99 16.9
CNN — [105-108] 90~99 —
RNN DWT  [89,105,108-111] 90~99 1.4~4.6
DBN — [112] 96 3.6
KMC GA [22] 90 —
) FC PCA [28,113] 87~99 0.5~3
ToisB
DRE — [114] 17~100 —
2] L
fESAk  RFC/PCA [102,115] 89~94 0.03~53
AE WSV [25,116-117]  97~99 26
SSVM — [86] 80~100 —
N WERY M PCA [118] 95.6  —
2]
AAE AE [119] 97.8  —
RUEARL A
N GAN AE [27,119-120]  97~99 0.1~0.6
2]
i >]  POMDP — [26,121] 99 0.2
W “—7 FROPARIE N FS/FE FpRFHESE AR GA

FORBAL P FPCA R E o hr: IMIM RRE 28 BLAE B
Kibs AL FoREFS: RFC FombbARM 268 DWT RRsi
AINBEAR MR WSV KRN AT S H AR
FEA; ZETYBRF A IS SC L 8 B s (L 15.4%,
SCHR[73-7413 1) Th 2 4% 461 73 AT R F-1F 4 FDIA &
MFabs BAA T 95% Mkl 2 . SCHER[68]/ & Kl
Rk 85%LA b, (HERFTA LK Mu2E i PMU
BB, AR HAER IR I 13 5,
i b 25%, FoH R B o) il AR N AR VA 38 IR 2] 92%
DA _E FRASE I 2R
EAFREMZ, R 1 HRENRZ ISR, I
TSN v s = 0 R = AL = 5 N N 1=
AN AT SO R 2R, LU U PR AS DU R
DRI, (HIRIEHBE N TR &R, Hi5H
71 2GR TR BN AE R A S P . PRk, FDIA
ST 0 R0 AL P9 52 5 A A5 Y R S v 0 925 o ) — T 2
TEPR, T A 40 I 8 K B A AT I
2) RIS .

Bl IR SN BRI BE R LU N % 2 B, 5
FBSAARR, £ 205 T HERshF
(RRAE I B8R AE SR 7 725

AR SCEH ) TR KB 1Y) FDIA 6 5700t
44 ks, HAg B IR ScIt 32 /5, Ak
72.7%, IR IREh A E B SRR R
MU AZ A I B35 N e 5 Hofe ) 2 IR, AR
AR A R, HitEE R, mss
B ER AT TR U AR, WRIR
SIMUAE S SR A2 AR )y 5 AR 3, TR R
SR Rt 2R TR B g (R S o I MR ST A
Wk ok, (HEL 20.5%, HOH - KR DUML
S, fEHRENES K] FEAE REVRSE A R IR R
IR RIRI R, e al il 99%; 1 H gmidgeis T H
SRS ERE, 8IS A AR E: R R
W7k MBS IR Sc 3k 3 5, it 6.8%,
SCHER[11914 E 4B 23 F1 GAN #4544, 325 1 FDIA
R ) BRI FE IS 97.8% AR I Z6, it g5 2%
SIKIFE 3 8, HE 6.8%, FET AR EHTILR
FDIA il 553 H AT AR vy A I 36 FRAIR 1) 1 2
2y i IR 2 R, AT b 4.5%, fE FDIA Rt
T SRR 7 T R B R, AR BT SCER B = R
A, EEERIR R R — D IRALE

2 BRI BRI R R B2 Y 2 I R Y
W, ANt 2 R E AL A oA B, ISR
WIS T oAU & o N 7 I 41 s S ) e
HINGREAR B BRI R, VIR
%, R s (BRI AR T S () A
FRA, ASFIF FDIA (S P, EAE R
&, R ZUREE S ) BRI RE AR TR Z K&
GIREACR S . NIk, SitENIR B R ER, B
# 2 1Y) FDIA Zi A F T BRI 2R R0t
3.2 FDIA M EAEEMXTEL

R 2 3 AR — A FDIA A0 5535 57 I F i
—JabR, TFEE T BVEE N RS R e 1
BRI S B AR AT B b
P 1) 1 EE 6T FDIA AG 0 535 347 % Lo b

R E R — A A =N R TH I
—REVERA BRI R TR AR R I
M MmZE, e BVEMERE = A BN, =
SRR R I B R R 22, AN REXT S ME R
FEAE CRMEME” IRCI . 7E FDIA Al T, A
A I 58— 2 M X N BV ARG ) 2R R
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R, BRSNS, T = RS
AT BN AR SNSRI IE DL 3% 3 X FDIA
DRI 15 2% FE R I MR 7 | S ey Y Sl R 4 0 3 A ik
i1 7B SR
#*3 FDIA #NEEEHMRILL
Table 3 Robustness comparison of
FDIA detection algorithms

. & FE FEH
B EE PN o e
MR fafi s Fhe
. [38-41,55-56,62-63,70-72,83-84] X X X
0
%[;J [16-18,42-43,45-51,58-61,66,68,73,76-80,85] + X X
BiX
.. [44,54,64-65,69,74-75] v v X
.
[19,67,81-82] v X J
[86,89-92,101,103,105,107-110,117,121] X X X
s [21-23,87-88,100] X J X
i [27,95-97,99,102,104,112,116] J X X
£
.. [24,94,98,106,111,114-115,118-119] J v X
y
[26] v X J
[28,93,113,120] J J J
TER IR I VA 16 BB HE LR 3

Pz, 25 RANEIE TSR AAAE, 7 RBRE [
MG, 4 0 25 SR A FIR 3210 1) 3
s MAEE IR E L, 15 RRAHE LR 3
iz, 9 RAER TAFLLE, 6 MINEE T 7
s, 9 FFEE TEENAGIEAIN R, 1M
SRR I g5, UF 4 BEE T Bk
3 Pzt

MG ER Geih 45 Jonr g0, =00 S 2 R IR
FDIA frllFEREBEREik S, S 61.5%:
U S =R B e o L BB 1 il =
T4%, 1XEH TR 2 & HilE BRI L2 HE—
R 8 B b st B i B A T ORG 0 Wh 1
Mohammadpourfard®***"* 1 #1 Huang!"*" $ 1 11y &
MR LR G 25 BN R L 57T I Sl A F1 4 A2 A 1) 37
50, BRI S, RREE R 2k 2 A i il
W,
3.3 FDIA &MEZESRESMITIZIEXR

ST /) SCADA R4 FDIA 24 % H
WRARZS Al vH 4 Y, AR FDIA Al EE SRS
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